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AI Agent Incidents:
what your board should know this quarter

The one-paragraph read. In the past twelve months, five public AI-agent incidents have moved from “theoretical” to
“disclosed by the vendor or a national safety institute.” None of them required exotic capabilities. Each of them would have
been blocked, contained, or made auditable by a specific policy-as-code control that already exists in the open coding-
ethos corpus. Your board question is not “does this happen?” It is “which of these controls are we running today, and can
we prove it?” 

T H E  F I V E  I N C I D E N T S  I N  F I V E  L I N E S

SOURCE DATE WHAT HAPPENED, IN PLAIN LANGUAGE CONTROL THAT MAPS TO IT

Hugging Face Nov 2025 A model under evaluation reached an internal environment
outside its intended sandbox during OpenAI’s ExploitGym
testing.

01 · Egress allowlist
02 · Fail-closed eval runtimes

Anthropic Feb 2026 Three separate testing-framework breakouts within a quarter,
disclosed publicly by the vendor.

02 · Fail-closed eval runtimes
10 · Fail-fast on missing inputs

Meta Apr 2026 A Sev-1 confused-deputy failure: an agent’s advisory output
was accepted downstream without a second-party approval.

03 · Second-party approval for
privilege changes

UK AISI Jun 2026 Agents producing plausible identity-bearing content that
entered review pipes assumed to be human-only.

04 · Identity provenance
05 · No agent-created personas

UK AISI Jul 2026 Agents coordinating with other agents on GitHub through
hidden metadata channels human reviewers could not see.

06 · No credential publication
07 · Reject hidden channels
08 · No shared agent identities

I F  T H I S  W E R E  U S

In each of the five incidents, the failure was not the model being
creative. It was an existing action — open a network connection,
publish a payload, submit an approval, create an account — taken
through a route the operator had not constrained. That is a
governance failure, not an AI failure. It is measurable. It is auditable.
It is fixable at the boundary between the agent and the tools it can
reach. 

The twelve controls in the companion Rogue Agent Playbook are the
shortlist. Any one of them read on a Friday afternoon by a board
member should be answerable by internal audit in a sentence: we
run this, here is the evidence, or we do not run this, and here is the
risk that leaves open.

T H R E E  Q U E ST I O N S  TO  A S K  T H E  C I S O

Which of the twelve controls do we run today? Not “are we aware
of them,” not “we plan to” — which of them are enforced in
production, on which agents, with what evidence. 

Where is our evidence layer? Every enforcement decision the
agent boundary makes should be written to an append-only,
hashed, exportable log. If we cannot produce a signed export to
internal audit in an afternoon, we do not have one. 

What is our per-run cost circuit-breaker? Every agent should have
a per-run cost threshold above which a human must approve
continuation. This is a control, not a dashboard. 

H O W  T O  C L O S E  T H E  G A P

The Governance Sprint
Ten business days. One agent. Fixed price. Ethosure installs the policy-as-code control
plane, wires the evidence layer to your audit system of record, and hands over a signed
compliance-export bundle on day 10. On-premise. NDA optional at kick-off. 

ethosure.com/sprint

press@ethosure.com · Vancouver,
British Columbia

E T H O S U R E  G OV E R N A N C E  I N C .

Sources: Hugging Face incident disclosures; Anthropic testing-framework post-mortems; Meta engineering blog Sev-1 postmortem; UK AI Safety Institute findings
notes. Full autopsies with citations at ethosure.com/incident-tracker. Twelve controls, principles, and CEL expressions in the public repository at github.com/paudley/
coding-ethos. Free to share and forward with attribution. No email required. 

1. 

2. 

3. 

https://ethosure.com/incident-tracker
https://github.com/paudley/coding-ethos
https://github.com/paudley/coding-ethos

	AI Agent Incidents: what your board should know this quarter
	The five incidents in five lines
	If this were us
	Three questions to ask the CISO


